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116TH CONGRESS REPORT " ! SENATE 1st Session 116–147 

ENHANCING GRID SECURITY THROUGH PUBLIC-PRIVATE 
PARTNERSHIPS ACT 

OCTOBER 24, 2019.—Ordered to be printed 

Ms. MURKOWSKI, from the Committee on Energy and Natural 
Resources, submitted the following 

R E P O R T 

[To accompany S. 2095] 

The Committee on Energy and Natural Resources, to which was 
referred the bill (S. 2095) to provide for certain programs and de-
velopments in the Department of Energy concerning the cybersecu-
rity and vulnerabilities of, and physical threats to, the electric grid, 
and for other purposes, having considered the same, reports favor-
ably thereon without amendment and recommends that the bill do 
pass. 

PURPOSE 

The purpose of S. 2095 is to provide for certain programs and de-
velopments in the Department of Energy (DOE) concerning the cy-
bersecurity and vulnerabilities of, and physical threats to, the elec-
tric grid. 

BACKGROUND AND NEED 

The United States’ electric grid is comprised of a vast network 
of transmission and distribution systems that deliver electricity 
from producers to consumer homes and businesses. Many sectors of 
our economy, including healthcare and manufacturing, simply can-
not operate without a reliable supply of electricity. As advances in 
digital and information technology continue to electrify our daily 
lives, our exposure to a potentially devastating cyber or physical at-
tack on the grid increases. 

A number of federal agencies are responsible for protecting our 
electric grid from physical and cyber threats, including DOE and 
the Federal Energy Regulatory Commission (FERC). DOE works 
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closely with electric sector owners and operators to detect and miti-
gate risks to critical electric infrastructure, and to develop tools 
and other resources to assist the sector in evaluating and improv-
ing their security preparedness. With the enactment of the Fixing 
America’s Surface Transportation Act (Public Law 114–94) in 2015, 
Congress codified DOE as the Sector-Specific Agency for cybersecu-
rity for the energy sector. 

With respect to FERC, the Energy Policy Act of 2005 (Public Law 
109–58) created the Electric Reliability Organization (ERO) to de-
velop mandatory reliability standards for the electric transmission 
system, including physical and cybersecurity standards. The law 
tasked FERC with approving and enforcing these mandatory stand-
ards—violations of which that can result in penalties of up to $1 
million per violation per day. 

S. 2095 would facilitate and strengthen public-private partner-
ships to promote and advance the physical and cyber security of 
electric utilities. Specifically, S. 2095 would require DOE to consult 
with the electric industry and the ERO to carry out a program to 
assess the security of the grid, conduct cybersecurity training, ad-
vance supply chain cybersecurity, and share best practices. 

S. 2095 would also require DOE to submit a report to Congress 
on the physical and cyber threat vulnerabilities of the distribution 
system, which is not subject to the ERO’s mandatory standards. 

LEGISLATIVE HISTORY 

S. 2095 was introduced by Senators Gardner and Bennet on July 
11, 2019. The Subcommittee on Energy held a hearing on the 
measure on September 11, 2019. 

Similar legislation, H.R. 359, was introduced in the House of 
Representatives by Representatives McNerney (D–CA) and Latta 
(R–OH) on January 9, 2019. H.R. 359 was referred to the Energy 
and Commerce Committee, which favorably reported the measure 
by voice vote on July 17, 2019. 

In the 115th Congress, Senators Gardner and Bennet introduced 
similar legislation, S. 3677, on November 29, 2018. 

H.R. 5240, was introduced in the House of Representatives by 
Representatives McNerney (D–CA) and Latta (R–OH) on March 9, 
2018. H.R. 5240 was referred to the Energy and Commerce Com-
mittee which favorably reported the measure by voice vote on June 
28, 2018. 

The Senate Committee on Energy and Natural Resources met in 
open business session on September 25, 2019, and ordered S. 2095 
favorably reported. 

COMMITTEE RECOMMENDATION 

The Senate Committee on Energy and Natural Resources, in 
open business session on September 25, 2019, by a majority voice 
vote of a quorum present, recommends that the Senate pass S. 
2095. 

SECTION-BY-SECTION ANALYSIS 

Section 1. Short title 
Section 1 sets forth the short title of the bill. 
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Sec. 2. Definitions 
Section 2 provides key definitions. 

Sec. 3. Program to promote and advance physical security and cy-
bersecurity of electric utilities 

Section 3(a) requires the Secretary, in consultation with State 
regulatory authorities, industry, the ERO, and other relevant Fed-
eral agencies, to carry out a program to promote and advance the 
physical security and cybersecurity of electric vehicles. The section 
specifies that the program is to develop and provide for the vol-
untary implementation of methods for assessing the physical and 
cybersecurity of electric utilities; assist with threat assessment and 
cybersecurity training; provide technical assistance; provide train-
ing for cybersecurity supply chain management risks; advance the 
cybersecurity of third-party vendors; and increase opportunities for 
sharing best practices and collecting data within the electric sector. 

Subsection (b) directs the Secretary to take into consideration the 
different sizes and regions of electric utilities and requires the Sec-
retary to prioritize those electric utilities with fewer available re-
sources. This subsection further requires the Secretary to use exist-
ing programs at DOE or other Federal agencies to the maximum 
extent practicable. 

Subsection (c) protects information provided to or collected by the 
Federal government under this section by exempting such informa-
tion from Federal, State, and Tribal public information disclosure 
laws. 

Sec. 4. Report on cybersecurity and distribution systems 
Section 4(a) requires the Secretary, in consultation with State 

regulatory authorities, industry, and other relevant Federal agen-
cies, to submit a report to Congress that assesses priorities, poli-
cies, procedures, and actions for enhancing the physical security 
and cybersecurity of electricity distribution systems, and their im-
plementation. 

Subsection (b) protects information provided to or collected by the 
Federal government under this section by exempting such informa-
tion from Federal, State, and Tribal public information disclosure 
laws. 

COST AND BUDGETARY CONSIDERATIONS 

The Congressional Budget Office estimate of the costs of this 
measure has been requested but was not received at the time the 
report was filed. When the Congressional Budget Office completes 
its cost estimate, it will be posted on the internet at www.cbo.gov. 

REGULATORY IMPACT EVALUATION 

In compliance with paragraph 11(b) of rule XXVI of the Standing 
Rules of the Senate, the Committee makes the following evaluation 
of the regulatory impact which would be incurred in carrying out 
S. 2095. The bill is not a regulatory measure in the sense of impos-
ing Government-established standards or significant economic re-
sponsibilities on private individuals and businesses. 

No personal information would be collected in administering the 
program. Therefore, there would be no impact on personal privacy. 
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Little, if any, additional paperwork would result from the enact-
ment of S. 2095, as ordered reported. 

CONGRESSIONALLY DIRECTED SPENDING 

S. 2095, as ordered reported, does not contain any congression-
ally directed spending items, limited tax benefits, or limited tariff 
benefits as defined in rule XLIV of the Standing Rules of the Sen-
ate. 

EXECUTIVE COMMUNICATIONS 

The testimony provided by the Department of Energy at the Sep-
tember 11, 2019, hearing on S. 2095 follows: 

TESTIMONY OF UNDER SECRETARY OF ENERGY MARK W. 
MENEZES, U.S. DEPARTMENT OF ENERGY 

INTRODUCTION 

Chairman Cassidy, Ranking Member Heinrich, and 
Members of the Subcommittee, it is a privilege and an 
honor to serve at the Department of Energy (DOE or the 
Department), which is tasked with, among other important 
responsibilities: overseeing the Nation’s nuclear energy re-
search and development programs; creating and sustaining 
American leadership in the transition to a global clean en-
ergy economy; working effectively with the States on our 
Nation’s energy challenges; and supporting our current, 
and developing our Nation’s future, energy workforce. 
Thank you for the opportunity to testify today on behalf of 
the Department regarding legislation pertinent to DOE 
that is now pending in the Senate. 

I have been asked to testify on nine (9) bills today. The 
Administration continues to review all of these bills. I ap-
preciate the ongoing bipartisan efforts to address our Na-
tion’s energy challenges and I look forward to working 
with the Committee. 

INTERACTIONS WITH THE STATES 

DOE has a long and successful history of working with 
States on the Nation’s most significant energy challenges. 
DOE has provided support for State and local governments 
to develop and refine energy assurance plans, build in- 
house expertise on infrastructure interdependencies (i.e., 
other critical infrastructure systems’ reliance on electricity 
for operations) and vulnerabilities, integrate renewable en-
ergy, address challenges associated with premature nu-
clear power plant retirements and opportunities associated 
with advanced nuclear deployment, and utilize new appli-
cations such as cyber and smart grid technologies. 

S. 2095—Enhancing Grid Security through Public-Private 
Partnerships Act 

One of the most critical missions at DOE is developing 
the science and technology to successfully counter the ever- 
evolving, increasing threat of cyber and other attacks on 

VerDate Sep 11 2014 20:55 Oct 26, 2019 Jkt 099010 PO 00000 Frm 00004 Fmt 6659 Sfmt 6969 E:\HR\OC\SR147.XXX SR147kh
am

m
on

d 
on

 D
S

K
JM

1Z
7X

2P
R

O
D

 w
ith

 G
A

LL
E

Y
-H

R
O

C



5 

our networks, data, facilities, and infrastructure. DOE 
works closely with our Federal agency partners, as well as 
governments at the State, local, tribal and territorial gov-
ernment levels, industry, academic institutions, and Na-
tional Laboratory partners to accomplish this mission. This 
bill provides for certain activities in the Department con-
cerning cybersecurity and vulnerabilities of, and physical 
threats to, the electric grid. It creates a program related 
to physical security and cybersecurity of electric utilities. 

The Department will continue to review the legislation 
and looks forward to working with Congress as the legisla-
tive process moves forward. 

CONCLUSION 

Thank you again for the opportunity to be here today. 
The Department appreciates the ongoing bipartisan efforts 
to address our Nation’s energy challenges, and looks for-
ward to working with the Committee on the legislation on 
today’s agenda and any future legislation. I would be 
happy to answer your questions. 

CHANGES IN EXISTING LAW 

In compliance with paragraph 12 of rule XXVI of the Standing 
Rules of the Senate, the Committee notes that no changes in exist-
ing law are made by S. 2095 as ordered reported. 

Æ 

VerDate Sep 11 2014 20:55 Oct 26, 2019 Jkt 099010 PO 00000 Frm 00005 Fmt 6659 Sfmt 6611 E:\HR\OC\SR147.XXX SR147kh
am

m
on

d 
on

 D
S

K
JM

1Z
7X

2P
R

O
D

 w
ith

 G
A

LL
E

Y
-H

R
O

C



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2019-10-27T23:19:39-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




